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Abstract
In this paper I will outline the beginnings of a general method for evaluating Web sites and their content. 

The method of evaluation is presented as part of a simple, interactive question method for learning on the Web. The learning method, in an effort to appeal to the average Web learner, focuses almost exclusively on how to learn and critically evaluate Web sites and content found with conventional search engines. 

Many useful guides for how to evaluate Web sites and their content have been published by libraries at reputable institutions. This method is offered as a supplemental resource treating some aspects of evaluation that are sometimes overlooked in standard evaluation guides. These aspects include how to approach the evaluation of the truth or plausibility of claims on a Web site as opposed to merely evaluating the ‘credibility’ of the site and how to relate Web site evaluation to the general development of learning and the acquisition of knowledge.

Finally, the method will discuss presumptive reasoning as a useful tool for Web evaluation and present some simple examples.

Introduction

In this paper I will offer a very broad outline of a method for how to evaluate Web sites and their content that, it is hoped, will prove useful to teachers, librarians, students, and perhaps to the average Internet user. But, before we get to that, we should confront the obvious and rather troubling fact that attempting to formulate such a method is, strictly speaking, quite absurd. There is no method that would allow a person to evaluate all Web sites and their content. A more reasonable approach, one might argue, is develop one’s knowledge and critical abilities as best one can, that is, get a good education, learn something about how the Internet works, how to use it, and then get on with learning and the critical evaluation that goes with it. There is wisdom in this advice and it may suffice to some degree for many of us, teachers, students and general public alike. But, a couple of facts about the Web and its influence have prompted educators not only to flirt with the impossible task of putting together general guides for evaluating the Web, but to present these guides in simple, user-friendly packages . 

First, the nature of the Internet and its almost overwhelming power to supply us with information, service, entertainment, friendship, and just about anything else one wants, appear to be fundamentally altering how we access information, acquire knowledge, interact with others, and, some argue, how we think, how we conceptualize about what is it is to know something.
 And in this new world there are great benefits and great dangers. Information, as encountered on the Internet, appears to have its own distinctive character—it can come easy with a click and a view, and yet often we do not know from whence it came and whether or not it can be trusted. The Internet lives with us as our constant, intimate companion, and yet it forever resides in a shadow of suspicion, like a dear friend or close family member that cannot be entirely trusted. Educators and others have entered the fray of this cognitive discord as therapists and counselors trying to reconcile concerned parties and make sense of it all—and one aspect of this therapy is learning how to evaluate the enormously valuable information that the Internet provides. And this brings us a second general fact that should trouble us a little more: studies show that the Internet makes its users extremely confident in a variety of ways, and, the younger users are the more confident they become.
 Users tend to believe what is presented to them because it is presented on the Internet; users tend to almost exclusively use conventional search engines, like Google, and believe that these search engines will bring to them all worth knowing on a question, despite the fact Google, as of early 2010, searches a fraction of the sources available; and users tend to feel quite confident in their abilities to evaluate what they find on the Internet.
 This ‘overconfidence’ is better viewed as irrationality, and it is an irrationality that seems to be inspired by the power and influence of the Internet itself. These awesome powers at work on the minds of people have called for some response from educators, and one aspect of this response has been a call to mission impossible: teaching how to evaluate Web sites and their content. 

Libraries and librarians have taken the lead in addressing this problem and have published many useful Web evaluation guides that treat the Web as an information source analogous to traditional information sources but with certain distinctive characteristics that require special evaluation techniques.
 These evaluation guides, checklists, techniques provide a novice learner (I will consciously shift from talking about ‘users’ to talking about ‘learners’—does the way we conceptualize ourselves and our relation to the Internet influence our attitudes and thoughts?) with at least some strategies for navigating Web sites and general criteria for evaluation with the general aim of assessing the ‘credibility’ of the Web site or content on the site. These guides have many virtues.
 But, just a cursory look at a few reveals limitations and inadequacies, which their authors would surely acknowledge. 
Consider these very common general categories for evaluation offered by Jim Kapoun, reprinted by the Cornell University Library: “accuracy, objectivity, authority, currency, coverage”.
 Under each category are listed useful questions for consideration. For instance under ‘objectivity’ one finds, “determine if a page is a mask for advertising; if so information might be biased.” This is a valuable recommendation, but how would a learner determine this? If advertising and commercial purpose exist on the page it should certainly throw up warning flags. But, where do we go from there? How do we determine bias and to what degree does this bias corrupt the content of the site?
These kinds of limitations can be noted in most Web evaluation guides. Consider recommendations on ‘credentials’ and ‘authorship’ in a very useful guide published by UC Berkeley libraries:

“What are the author's credentials on this subject?.... Is the page a rant, an extreme view, possibly distorted or exaggerated? If you cannot find strong, relevant credentials, look very closely at documentation of sources.”
This is, of course, sound advice, but does a learner know how to evaluate ‘credentials’? How would a learner know if the views expressed or information presented are ‘distorted’? 

 But, one may reply, Web evaluation guides are not intended as comprehensive guides for the acquisition of content knowledge and the analytical abilities one needs to evaluate what is found on the Web. These guides are merely intended to provide some useful markers, questions, techniques, and things to be on the lookout for; the development of knowledge and critical abilities belongs to one’s general education. Nevertheless, as the authors of these guides will surely admit, there are risks in using these guides without clear provisos of incompleteness. Our audience should be expected to take what we say at face value and run with it. Learners are looking for quick answers---they are in a hurry. Information is demanded. And so is evaluation—studies show that many already think they do just fine on that score. Nor can we assume that the audience possesses developed critical abilities or even a little relevant knowledge of content. Are Web evaluation guides in their current form in their focus on assessment of ‘credibility’ adequate to the task of teaching Web learners what they need to know to resist the gravitational pull of appeal to authority and ad populum reasoning so prevalent on the Web, that is, reasoning which is satisfied with justification by appeal to ‘credible experts’ or by appeal to what ‘everybody believes’?
The method offered below will also prove equally inadequate to the task at hand, but I hope that the approach taken, the questions, rules, and concepts discussed, present useful supplemental material for teachers, students and other learners in their efforts to evaluate content on the Internet.
Procedural Rules and Strategies
The method is presented as a series of procedural steps or phases. These are general phases in the process of Web learning, and in an effort to relate to the average Web learner, the method will focus almost exclusively on learning with conventional search engines (although questions in Phase II attempt to lure learners away from this path). Each step or phase is open-ended, that is, it may lead to any other step or phase. The method is also conceived as a process of interactive dialogue. The learner is encouraged to follow the phases as a series of questions, which should prompt research and further questions. Neither the questions nor the rules are intended as procedural necessities for Web learning and evaluation. They are offered to merely as guides for the novice that, it is hoped, lead along a fruitful path. Finally, a comprehensive method of Web learning is, of course, far beyond what can be accomplished here. Our primary focus here is evaluation. Nevertheless, we can outline in the broadest fashion how evaluation may fit into a method of learning, as it must, I believe, if we are to articulate some crucial aspects of how to evaluate. 
Phase I: Purpose?

Web learning and evaluation should begin with some identification and reflection on purpose and the simple question: 

· What am I trying to learn?
Neglecting this step can have harmful consequences for learning, particularly in an environment where learners are accustomed to multi-tasking. Focusing on one’s purpose can facilitate the critical learning process just as focusing on an issue can promote effective argument analysis. Straying from an issue in critical thinking is known as the fallacy,  ignoratio elenchi (ignorance of the argument)—for instance, one may provide an argument that citizens should vote when the issue under consideration is what the citizens should vote for. In Web learning and evaluation similar kinds of errors can be made. These errors can take the form of distractions which lead one away from a learning purpose. For instance, one may go searching for information on Java programming, get distracted, and end up spending an hour browsing the news, chatting with friends, and checking e-mail. 

One’s purpose in learning may be also be disrupted by a change in direction, which is not always harmful to learning. For instance, one may begin looking for the best remedy for an insect bite and discover that there is also some information on how to treat skin rashes that you are interested in. There is, of course, nothing wrong with a change in purpose as long as we are aware of it and pursue our learning with some zeal. Habits that should benefit Web learners in this regard are 1) focus on purpose 2) tracking of purpose. Hence, a useful rule is:
· RULE: I will remain focused on my purpose and identify changes in purpose as I learn.
Phase II: Knowledge?

Identification of purpose and dialogues that flow from reflection on purpose are intimately related to questions about knowledge and cannot be logically separated from them. And, just as reflection on purpose should proceed research, learning and evaluation, so too should reflection on knowledge. Comprehensive treatment of the questions related to our knowledge is, of course, impossible. But, questions can be identified, and, most importantly, ignorance can and must be acknowledged and confronted. There are two areas of knowledge that are especially relevant to Web evaluation:

· What do I know about the Internet and how to use it? 
· What do I know about the subject matter I am learning about? 
The question regarding Internet-related knowledge should move on to questions about at least the following areas:

· How does a search engine like Google work? What could I be missing in a Web search? Are there limits to what is viewable? Is there another way to search the Internet to get better results? These questions should lead Web-learners to the investigation of the distinction between the surface or visible Web (the Web available for search by conventional search engines) and the deep or invisible Web (data on the Web that is not searchable by conventional search engines), and to begin investigating how to identify and search databases relevant to their purpose that are not searchable by Google, for instance. A useful source in print is Jane Devine and Francine Egger-Sider, Going Beyond Google: The Invisible Web in Learning and Teaching, (New York: Neal-Schuman Publishers, 2009). And one useful Web resource, among many, is: UC Berkeley Library, Recommended Search Engines: Teaching Library Internet Workshops, last updated 1/7/2010, http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/SearchEngines.html (last accessed, March 8, 2010).
· How can I identify the main purpose of a Web site? These sorts of questions lead to dialogues on commercial purpose and classifications of types of Web sites. A useful Web checklist with various classifications of purpose is: University Libraries, University of Maryland, last updated 9/2010:  http://www.lib.umd.edu/guides/webcheck.html (last accessed March 14, 2010)
Questions and reflection on content knowledge can take one in uncountable directions. But, developed Web evaluation requires such an honest prior evaluation of one’s state of knowledge. Such an evaluation will naturally lead to other questions about what one does not know. The purpose of this kind of reflection is not to proliferate research questions to the point of confusion, but to better prepare the learner for learning and critical evaluation of information. Developing the habit of prior reflection on content knowledge will probably require a conscious effort to alter existing habits. Hence, a useful rule may include:

· RULE: I will practice asking a few questions about what I know before I begin trying to learn something on the Internet.

Finally, there is another kind of knowledge that is often forgotten, and yet it is perhaps the most important in effective Web learning—self knowledge. Self knowledge has not merely to do with what one thinks one knows and what one thinks one doesn’t know: self knowledge concerns knowledge of our own personal weakness and biases, our attitudes and habits. Web learning, like any learning, requires of us honesty about our personal failing. These failings may include habits of mind that hinder our learning, biases that limit our imagination and, perhaps, our abilities to critically analyze; and these limitations, on reflection, may be found to extend to our community, our culture and beyond.

· Do I have biases that may affect my judgment, my analyses, and limit my imagination? Do I have mental habits that may hinder my learning, like not reading carefully or uncritically trusting authorities?

Phase III: Search?

Reflection on Internet-related knowledge should naturally lead into the third phase of learning. Indeed this third phase of learning can simply be considered the act of employing what one knows about how to search the Internet in a concrete situation. A few questions may crop up during this phase, which may take a learner back to the second phase. 

· What is the best way to search for what I am looking for? How do I use the advanced function on the browser? Do I know how to use quotation marks or Boolean connectives in my search? A wealth of information is available by following the many relevant links on the UC Berkeley, Recommended Search Engine page , http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/SearchEngines.html (last accessed, March 8, 2010).
Phase IV: Analysis?

This phase of the method is the first step in evaluating Web sites and content. In many Web guides acts of ‘analyzing’ and ‘evaluating’ are conflated and treated in one step. In practice we normally carry on analysis and evaluation at the same time, and sometimes when we say ‘analyze’ we mean both ‘analysis and evaluation’. But, strictly speaking, these are not the same. Analysis has to do with taking something apart, the separation of component parts. Evaluation has to do with forming reasoned judgments on the value of those parts and on relationships between the parts. In Web evaluation the process begins with analysis, that is, with mentally dismantling a Web site into those parts that will be most relevant for evaluation.  In this regard, existing Web evaluation guides provide much useful information on elements of analysis.
 Crucial elements to be identified and separated out are: URL, dates on the site and on material on the site, identification of authorship or sponsorship, and a wide variety of other elements, which include, links, advertisements, images, text, references and so on. 
Separating out the component parts of a Web site requires some knowledge for how to navigate a Web site and how Web sites are put together. Hence, the fundamental question of knowledge:
· Do I know how to navigate a Web site and do I know how the various parts of a Web site are put together?

And then one may offer some standard questions found in many Web guides (See http://www2.library.ucla.edu/libraries/college/11605_12008.cfm cited below.)
· What does the URL tell me? Is it a home page? Can I navigate to a home page by truncating the URL?

· Are there dates, attributions of authorship, and sponsors—an About Us page, for instance. What does it say in the footers and headers of the site?
· What kind of images and advertisements are on the site?

· What links are presented?

· Are there references or other documentation?

· RULE: I will scan the Web page and in my mind identify the various parts of the page, URL, images, links, text or what have you, and I will consider these and the relationships between them.

Phase V: Evaluation?

As we conceptually distinguish the act of analysis, mentally taking the Web site apart, we should also consider just what it is we are going to evaluate, and this will largely depend on our learning purpose. If we are only interesting is a little ‘information’, like a good Italian restaurant, the phone number of a friend, the approximate cost of on an airline ticket, then our apparatus of evaluation may be fairly simple ( although the good restaurant evaluation will be far more complicated than one might think). If we aim to learn something more complicated, like the most reasonable interpretation of the causes of an historical event, like the American civil war, how to use a software program, or the principles of a scientific theory, like the Big Bang, then we have our work cut out for us.

Most Web evaluation guides focus almost for the most part on evaluating the degree to which a Web site or a source of information found on a Web site can be considered ‘credible’ or ‘reliable’. And, as I briefly pointed out in the Introduction, these kinds of evaluations cannot be done without at least some evaluation of the content of the site, that is, what the site claims. First, we should question what we mean when we determine that a Web site or source is ‘credible’ and what credibility implies for our judgments. If a Web site or source proves credible, is it reasonable to accept what the site claims as true or plausible or does is merely warrant the conclusion that the information on the site is worthy of careful consideration? This question will be addressed in further depth in a moment.

In any event, evaluation of credibility is quite different from careful evaluation of what the site claims. This is especially apparent when we consider how easy it is to be fooled on the Internet. One may encounter a hoax Web site which exhibits many of the traits of a ‘credible’ site.
 And, depending on what a learner is looking for, valuable information can also be found on sites with notable bias, exaggerated language, lack of authorship, out of date content, and so on. If we accept whatever we find on sites that appear ‘credible’ and disregard all those sites ‘suspect’ or ‘not credible’, we may find ourselves making errors. We must, at some point, carefully and critically deal with the content itself. But how do we do that?
Tackling these challenges of Web evaluation is not easy. Here, let’s keep things simple at first and follow along with the evaluation of the credibility of the Web site itself and the sources on the Web site; however, let us also keep in mind, that this is just the beginning. 
In evaluating site credibility we take the elements of our analysis, that is, those elements of the Web site we have separated out, and evaluate each one and what it may imply about the value of the information on the site. Most of this should be quite intuitive even to the novice learner, and again, these kinds of strategies are plentiful on existing checklists.
· Is the site or material on the site out of date? (This will be evaluated against the background of your purpose and the subject matter.)

· Does the author or source have ‘credentials’, that is, is there some evidence that the author or source knows that they are talking about?
· Are there indications of notable bias on the site, exaggerations, bold images, invective, strange advertisements, links, and so on?

· What do the references on the site tell me, if there are any? Do they offer credible support for the claims on the site?

Subsequent to an evaluation of credibility a useful question to ask is the following:

· What can I learn from my assessment of the credibility of the Web site or the material on the site? 
At this phase of evaluation a digression is in order and a review of some fundamental concepts that all too often get lost in discussion of Web evaluation. 
DIGRESSION

· RULE: Knowledge and Information are not the same.

In considering what we might learn or what we might come to know by evaluating the credibility of a site, we should distinguish between knowledge and information and reflect on just what these concepts mean to us as Web learners. One could quite easily get lost in a philosophical discussion of the difference between these concepts. But this is not necessary to achieve a rough and ready comprehension of the difference, nor are careful, unambiguous definitions needed to see the obvious importance of this distinction. So, here goes: Information is content, data, or whatever one wants to call it, that ‘tells us something’ and is made available to us for consideration. So, if I go to a Web page of a news source, like sfgate.com, there is presented to me an enormous amount of information about local events, international news, restaurants, entertainment, and so on. But, information is not knowledge. Knowledge has to do with abilities to identify, explain, justify, analyze, use, recount (and a whole lot of other abilities) content, data, or what have you. Information is presented to us. Knowledge is something we acquire.  

Let us consider an example. We may find information about the best restaurants in San Francisco at sfgate.com, perhaps a list with reviews from an ‘expert’. We read the article. What do we know? If our only source is the review itself then perhaps the only thing we know at first, based on this information, is that this expert believes that such and such restaurants are the best. And we only know that if we can accurately recount what is said in the article. If we attend more carefully to the article perhaps we may examine the expert’s reasons justifying his opinions. Critically evaluating these reasons, gaining experience of our own, coming to know the opinions of other experts, developing abilities to identify, explain, and justify our own opinions on the best restaurants are the next steps in developing our knowledge. 

Credibility and Knowledge

In evaluating Web site credibility based on criteria like currency, credentials, references and documentation, signs of bias, lack of commercial purpose and so forth, what we learn and come to know will vary greatly depending on a number of factors, including 1) our background knowledge 2) the degree to which we critically evaluate the content of the Web site or source as we evaluate ‘credibility’ and 3) our critical abilities. If we know very little about a subject, like say, Heisenberg’s Uncertainty Principle, then we will probably aim low in our learning and hope to grasp a few general concepts derived from ‘credible’ sources. And, just as with the restaurant expert, the most we can know from a first effort is that this expert, or credible source, says ‘such and such’ about Heisenberg’s Uncertainty Principle. But, if we apply ourselves, our learning may quickly accelerate to higher levels as we learn definitions, principles, look up related concepts, consider examples, and begin to form abilities to explain the Principle. We learn to clarify definitions, give analogies, compare and contrast, and a variety of other things. Developing these abilities will require researching more sources, reflecting, asking questions, relating what we learn with what we already know, and then asking more questions, until we reach some level of understanding.
But as far as Web evaluation as a component of our learning goes, what we can say is that evaluation of Web site credibility, that is, the initial evaluation of the credibility of information, is just the beginning of our endeavor to learn and know. And we should not be fooled and drawn into the trap of simple appeals to authority, like: “This Web site says such and such. It is a reliable Web site; therefore it is true. And, therefore, I know it.”

Key Concepts and Reasoning Techniques

Developing abilities to evaluate Web sites will benefit from a review of some crucial concepts that are often neglected by novice learners, as well as consideration of useful reasoning techniques. Here just a couple of concepts to begin the process of learning.
· What is the difference between primary and secondary source material?

· What are some ideas on evaluating evidence establishing facts?
The distinction between primary and secondary sources is extremely important to Web evaluation, since the Web abounds with claims and counter-claims on limitless topics where attention to primary and secondary sources is crucial to evaluation. Also, primary sources are widely available on the Web—the ability to identify and find these sources can be a great aid to learners in evaluating claims, and in general learning. This page from Princeton University is quite helpful in explaining this distinction:

Princeton University Library, http://www.princeton.edu/~refdesk/primary2.html (last accessed Feb 28, 2010)
Many different types of knowledge claims can be made, knowledge how to accomplish or produce something, knowledge of cause and effect, knowledge of purpose. But a common and basic kind of knowledge claim concerns facts. If one claims to know certain facts then that claim should be supported by evidence. Evidence supporting factual knowledge claims can take many forms. Generally speaking, in evaluating evidence the closer to the original source the better the evidence. For instance, live video, eye witness testimony, primary source material, original reports are stronger forms of evidence. Secondary reports (that is, reports that rely on other reports), secondary source material, edited video, and hearsay are weaker forms of evidence for factual claims. 
Finally, the kinds of reasoning techniques one will employ in critical evaluation of content will widely vary, and learners stand in need of a sound general education in how to think critically; however, with regard to evaluation on the Internet one particular kind of reasoning may prove more useful than others. Learners should acquaint themselves with the difference between deductive reasoning and presumptive, non-deductive reasoning. Again, careful, unambiguous definitions in this outline are not necessary to generally grasp the difference between these forms of reasoning. Consider the following examples:

Let us say a trusting Internet learner wants to learn about the Chinese author Lu Hsun. He goes to the Internet, does a search, finds a Wikipedia entry, and reads. He reasons the following way: everything on Wikipedia is true; therefore, everything Wikipedia says about Lu Hsun is true. This kind of reasoning is deductive, which means, that the truth of the reasons or premises of the reasoning guarantees the truth of the conclusion. This simple deduction is driven by a single generalization, “everything on Wikipedia is true”. And, these kinds of deductions, namely, all X is Y, a  is X; therefore a is Y, are quite common, and learners may employ this form of reasoning without even being aware of it.

 In critical evaluation of Internet content these kinds of deductions are rarely useful. And the reason for this is we can almost always question the veracity of claims on Web sites. Even if we decide to accept what a particular source on the Internet says about something because it is ‘credible’, we should be ready to change our mind if new evidence is brought forward. For instance, Wikipedia is a public encyclopedia with anonymous contributors. The entry on the Lu Hsun may have reliable information, or there may be errors and questionable interpretation of his works. One will not know unless one does further research and then critically evaluates the evidence—that is, one will not know without attempting to come to know about Lu Hsun himself, his life, his works and their historical context. But, learners may not have time to do this (and they usually don’t), so they may glance at the Wikipedia entry, perhaps scanning for what it is they want to know about Lu Hsun, check another source or two, and conclude that they have some factual knowledge based on the reliable information. But, further evidence may reverse that opinion. Wikipedia could be wrong. 

But, one may reason in an entirely different way. Let us say the Wikipedia entry is well referenced, articulate, and contains a lot of detail, all signs of ‘credibility’. But, still, Wikipedia is a public encyclopedia and may have erroneous information.  So, we cross check with other sources. The information appears consistent. Nevertheless, we still cannot claim uncontestable truth and knowledge. We have only looked at a couple of sources. How do we know that these sources do not all rely on one erroneous source? Also, we ourselves have not read Hsun’s works. Although we cannot claim that we know the information is true (we are not in a position to justify that claim), we can claim something weaker, namely, that the information will stand as true until further evidence can be found that will overthrow the presumption of its truth.
In this kind of reasoning one builds a case for a conclusion, and infers that the conclusion is provisionally true and subject to reversal with further evidence. And in justifying a claim to knowledge one will not merely evoke a generalization like, ‘I read it at Wikipedia and the information was good’. One will explain how one arrives at this provisional conclusion; this involves explanation that the Wikipedia site was well referenced and consistent with other sites, and that one has merely drawn a provisional knowledge claim based on the available evidence.
 
Presumptive reasoning, I propose, is reasoning particularly suited to evaluation of Internet sites and content. Presumptive reasoning has one essential part: inference to a conclusion that stands as provisionally true. Another part is the presentation of evidence or assumptions supporting that inference. That evidence and those assumptions are subject to refutation and change, as is the conclusion.
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摘要

在这篇文章中，作者概述了评估网站和其内容的一般方法。
评估方法表述为一种简单、交互式、提问方法，在互联网上学习的方法的一部分。这种学习方法，为了能够吸引普通的互联网学习者，主要聚焦在如何学习，以及如何辨析地评估传统搜索引擎找到的网站和其内容上面。

不少有名学院的图书馆已经出版了很多有关如何评估网站和其内容的有用的指南。本方法是一个补充，重在这些标准评估指南有时会忽略的一些方面。这些方面包括，如何评估网站内容的真实性而非仅仅评估网站的权威性，如何将网站评估与学习和获取知识的发展过程联系起来。
最后，本方法将讨论用推测性推理作为网站评估的有用工具，并给出一些简单的例子。
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